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Privacy Policy 
 

RARE CARE PATIENT PORTAL POWERED BY NORD® 
PRIVACY POLICY 

I. Introduction 

This Privacy Policy (the "Policy") describes the type of information that the National 
Organization for Rare Disorders, (the "Company") gathers from users ("Users" or "you") 
of the Rare Care Patient Portal platform (the "Platform") and how the Company uses 
that information. The Policy governs the Platform specifically and where another privacy 
policy is posted to govern other services or websites offered by the Company, the 
respective privacy policy shall govern. 

II. What Information Does the Company Collect? 

The Company occasionally collects Personal Information from Users. "Personal 
Information" means information that can be used to identify an individual, such as name, 
postal address, email address, telephone number, user account, health conditions or 
diagnosis, any communications that you choose to have with the Company, or any other 
information the Company collects that is defined as Personal Information under an 
applicable law. 

The Company also collects information that is about you but individually does not 
identify you, such as the frequency of User visits to the Platform and demographic and 
geographic data. 

You have choices about the Personal Information we collect. When you are asked to 
provide Personal Information, you may decline. However, if you choose not to provide 
information that is necessary, you may not be able to use some of our features on the 
Platform. 

A. Information We Collect 

The Company collects information in the following ways: 

1. Information Users Provide Directly 

The Company collects information directly provided by Users as part of using various 
aspects of the Platform. These instances include: 

Information Provided Directly 

For Users, the Platform will collect information necessary to verify the User's identity 
and permission to utilize the Platform, including contact information such as name, 
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email address, IP address, username, and password. The Company also collects 
information you provide by filling in forms on the Platform, including information 
provided at the times of creating an account, and registering on our Platform. 

Information Related to Contact Inquiries 

If you make an inquiry through the "Contact Us" feature of the Platform, we collect your 
first and last name, email address, and information provided directly in the body of your 
inquiry. 

2. Cookies 

The Platform utilizes various small files stored on your computer or device - called 
"cookies" - that perform functions in delivering the Platform. Cookies can track how and 
when you use the Platform. Upon first visiting the Platform, the Platform requests a 
User's permission to utilize cookies. Please be aware that some or all aspects of the 
Platform may not function properly if a User does not consent to the use of cookies. 

In specific, the Platform utilizes five cookies: one related to User authorization, one used 
as an anti-forgery mechanism for data entry forms, one used to track the instance of the 
Platform to which the User is connected, and two related to analytics functions for the 
Platform. To help facilitate the delivery of relevant content, Google Analytics may be 
used. Google Analytics uses cookies to report on user interactions. We use the data 
collected for optimizing marketing, refining advertising, and/or programming strategies, 
and generally improving user experience. For more information about Google Analytics 
and how it collects and processes data, please visit: 
https://policies.google.com/technologies/partner-sites and instructions on opting out of 
Google Analytics using a specific plug-in is available at the following link: 
https://tools.google.com/dlpage/gaoptout. Note that this opt-out is specific to Google 
activities and does not affect the activities of other ad networks or analytics providers 
that we may use. 

3. Traffic Data 

The Platform automatically collects some basic technical information about Users. We 
use software to keep track of traffic to the Platform and acquire such information as the 
location from which the traffic originates and which particular pages on the Platform are 
being viewed and for how long. 

4. Device Identifiers 

The Platform may access, collect, monitor, store on your device, and/or remotely store 
one or more device identifiers, which are small data files which uniquely identify it. 

5. Metadata 
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Metadata is technical information associated with Personal Information, such as how or 
when Personal Information was collected. 

III. Use of Information 

The Company also uses information from Users to communicate with Users. The 
Company may send certain mandatory service communications, such as welcome 
letters, information on technical service issues, and security announcements. 

The Company will use personal information when it has a lawful basis to do so, as 
follows: 

 At your direction and with your consent. 
 To provide assistance through a NORD Patient Assistance grant. 
 For other legitimate business purposes. 
 To comply with a legal obligation. 

The Company does not use Users' Personal Information for building User profiles for 
commercial purposes not related to the provision of the Platform. The Company may 
use Anonymous Info (as defined below) as described in this Policy. 

IV. Sharing of Information 

The Company will not share your Personal Information except as provided for by this 
Policy.  

A. Third Party Service Providers 

The Company may hire service providers to provide limited services on its behalf, such 
as providing customer support, hosting websites, processing transactions, or performing 
statistical analysis of its services. Those companies will be permitted to obtain only the 
Personal Information they need to deliver the service. They will be required to maintain 
the confidentiality of the information and will be prohibited from using it for any other 
purpose.  

B. Disclosures Pursuant to Law 

The Company may disclose your Personal Information or any information submitted via 
the Platform if the Company has a good faith belief that disclosure of such information is 
helpful or reasonably necessary to: (i) comply with any applicable law, regulation, legal 
process or governmental request; (ii) enforce any applicable terms of service, including 
investigations of potential violations thereof; (iii) detect, prevent, or otherwise address 
fraud or security issues; or (iv) protect against harm to the rights, property or safety of 
the Company, our Users, yourself or the public. The Company may be required to 
disclose your Personal Information in response to a lawful request by public authorities, 
including to meet national security or law enforcement requirements. 
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C. Anonymous Information 

The Company may use Anonymous Information, such as aggregated information about 
use of the Platform, or disclose it to third party service providers, to provide and improve 
the Platform. 

V. Retention 

It is the Company's policy to retain Personal Information regarding Users only for the 
time period necessary to deliver services requested by the User or to complete 
transactions initiated by the User unless a longer retention period is required or 
permitted by law. 

VI. Your Choices Regarding Personal Information 

Depending on your residence, the rights available to you may differ in some respects. 
We will respond to any rights request in accordance with local legal regulations. If you 
wish to make a request regarding any of the below rights, please contact us through the 
methods provided at the end of the Policy. 
 
Right of access 
You may have the right to get confirmation about whether or not your Personal 
Information is being processed. If so, you have the right to access the Personal 
Information and other information, such as the purposes, the categories of Personal 
Information, the recipients (or categories of recipients) to whom the Personal 
Information have been or will be disclosed - such as our list of service providers who 
may receive your Personal Information, for particular recipients in third countries or 
international organizations, where possible, the predicted period that the Personal 
Information will be stored, or, if not possible, the criteria used to determine that period, 
your rights, etc. 

Where feasible and permitted by law, we will provide a copy of the Personal Information 
we are processing. For any further copies, we may charge a reasonable fee based on 
administrative costs. If you make the request by electronic means, and unless otherwise 
requested, the information shall be provided in electronic form. 

Right to rectification 

You may have the right to rectify or complete your Personal Information if inaccurate or 
incomplete. 

Right to erasure ('right to be forgotten') 
You may have the right to the erasure of your Personal Information in certain 
circumstances. For examples, see below: 
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o Your Personal Information is no longer necessary for the purposes for 
which it was processed 

o You object to the processing and there are no overriding legitimate 
grounds for the processing 

o Your Personal Information has been unlawfully processed 
o Your Personal Information has to be erased for compliance with a legal 

obligation to which we are subject 

This right shall not apply to the extent that processing is necessary for the below 
purposes. 

o For exercising the right of freedom of expression and information 
o For compliance with a legal obligation which requires processing by a law 

to which we are subject 
o For the performance of a task carried out in the public interest 
o For the establishment, exercise or defense of our legal claims 

Right to restriction of processing 
You may have the right to restrict the processing for the below reasons: 

 You contest the accuracy of your Personal Information, for a period enabling us 
to verify the accuracy of the Personal Information 

 The processing is unlawful, and you oppose the erasure of the Personal 
Information and request the restriction of their use 

 We no longer need the Personal Information for the purposes of the processing, 
but they are required by you for the establishment, exercise or defense of legal 
claims 

 You exercised your right to object to processing pending the verification whether 
our legitimate grounds override yours 

Right to data portability 
You may have the right to receive the Personal Information that you have given us, in a 
structured, commonly used and machine-readable format. 

Right to object 
You may have the right to object, on grounds relating to your particular situation, to 
processing of your Personal Information which is based on our legitimate purposes. We 
will stop processing the Personal Information unless we have compelling legitimate 
grounds for the processing which override the interests, rights and freedoms of the data 
subject or for the establishment, exercise or defense of legal claims. If Personal 
Information is processed for direct marketing purposes, including profiling, you may 
object at any time. 

You have the right not to be subject to a decision based solely on automated processing 
which produces legal effects concerning you or that significantly affects you.  We do not 
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currently utilize automated processing; in the event that we did so, we would provide 
notice of such processing in order to facilitate your right to object. 

Right to anonymity 
You may also have a right to request anonymity. This means that your Personal 
Information would not be collected or processed. If you choose to exercise this right, we 
may not be able to provide you with your requested services. 

Right to lodge a complaint with a supervisory authority 
We are committed to working with you in the event that you have a complaint of concern 
about privacy. If you need help lodging a complaint, you can contact us through the 
contact methods provided at the end of the Privacy Policy. Users who reside in the 
European Union, Switzerland, and the United Kingdom have the right to lodge a 
complaint with a national Data Protection Authority. Each European Union member 
nation has established its own Data Protection Authority; you can find out about the 
Data Protection Authority in your country here: http://ec.europa.eu/justice/article-
29/structure/data-protection-authorities/index_en.htm . 

VII. Other Information 

A. Business Transitions 

In the event of a direct or indirect reorganization process including, but not limited to, 
mergers, acquisitions, divestitures, bankruptcies, and sales of all or a part of the 
Company's assets, the Company reserves the right to transfer or assign Personal 
Information in connection therewith. If transferred in such a case, the purchaser will 
abide by the terms and conditions of this Policy. 

B. Security, Confidentiality and Integrity of Personal Information 

The security of your Personal Information is important to us. The Company follows 
generally accepted industry standards, including the use of appropriate administrative, 
physical and technical safeguards, to protect Personal Information. However, no 
method of transmission over the Internet, or method of electronic storage, is 100% 
secure. Therefore, while the Company strives to use commercially reasonable means to 
protect Personal Information, the Company cannot guarantee its absolute security or 
confidentiality. Consequently, we cannot ensure or warrant the security of any 
information you transmit to us and you understand that any information that you transfer 
to us is done at your own risk. If we learn of a security systems breach we may attempt 
to notify you electronically so that you can take appropriate protective steps. By using 
the Platform or providing Personal Information to us, you agree that we can 
communicate with you electronically regarding security, privacy and administrative 
issues relating to your use of the Platform. We may post a notice via our Platform if a 
security breach occurs. We may also send an email to you at the email address you 
have provided to us in these circumstances. Depending on where you live, you may 
have a legal right to receive notice of a security breach in writing. 
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Please be aware that certain Personal Information and other information provided by 
you in connection with your use of the Platform may be stored on your device (even if 
that information is not collected by the Company). You are solely responsible for 
maintaining the security of your device from unauthorized access. 

C. International Users 

We may limit the Platform's availability, in whole or in part, to any person, geographic 
area or jurisdiction we choose, at any time and in our sole discretion. 

If you are visiting the Platform from a location outside of the United States or Canada, 
your connection may be through and to servers located in the United States or Canada. 
This means that, if you choose to use the Platform and/or to communicate with us 
through the Platform, information about you - including Personal Information - will be 
transmitted to the United States or Canada. You acknowledge you understand that by 
providing your Personal Information to the Company, your Personal Information (i) will 
be used for the uses identified above in accordance with this Policy, and (ii) may be 
transferred to the United States or Canada as indicated above, in accordance with 
applicable law. For example, where Personal Information is transferred from the 
European Economic Area to areas which have not been determined to have an 
adequate level of protection, we take measures designed to transfer the information in 
accordance with lawful requirements, such as standard contractual clauses. 

D. Other Websites 

The Company may include links on the Platform to other websites. Other websites are 
not governed by this Policy. Additionally, the Company is not responsible for the 
practices employed by websites linked to/from the Platform nor the information 
contained therein. Often links to other websites are provided solely as a way for the 
User to obtain information that may be useful to them. To better protect your privacy, 
the Company recommends that you review the privacy policy of any third party website 
you visit. 

E. Children's Privacy 

The Platform is neither directed to nor structured to attract Users who are not legal 
adults. If you are under legal age, you are not permitted to use the Platform. The 
Company does not knowingly collect Personal Information from Users who are under 
legal age. The Company may collect Personal Information about Users who are under 
legal age if entered by a parent or legal guardian of legal age or by the individual under 
legal age with their parent or legal guardian's awareness and permission. If you are a 
parent with concerns about children's privacy issues in conjunction with the use of the 
Platform, please contact the Company at privacy@rarediseases.org. 

F. Do Not Track 
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Pursuant to the California Online Privacy Protection Act, the Company discloses how it 
responds to "Do Not Track" signals; and whether third parties collect Personal 
Information about Users when they use the Platform. 

The Company honors "Do Not Track" signals and does not track, use cookies, or use 
advertising when a "do not track" mechanism is in place. Note that the Platform will not 
function properly if the use of cookies is disabled. 

The Company does not authorize the collection of Personal Information from our Users 
for third party use through advertising technologies. 

G. Consent and Modification 

By using the Platform, you consent to the terms of the Policy and to our processing of 
Personal Information in the manner and for the purposes set forth in the Policy. If you 
do not agree with the Policy, please do not use the Platform. 

The Company reserves the right, at its sole discretion, to change the Policy at any time, 
which change will be effective 10 days following posting of the revision to the Policy on 
the Platform. Your continued use of the Platform 10 days following such posting means 
you accept those changes. 

If the Company makes any change in how we use your Personal Information, the 
Company will notify you by revising the "Effective Data" at the bottom of this Policy. If 
we make material changes to our Policy, we will notify you by using the contact 
information you have on file with us, such as e-mail (at the e-mail address specified in 
your account), or by means of a notice on the Platform prior to the change becoming 
effective. 

H. Contact Information 

If you have questions about this Policy, please contact privacy@rarediseases.org. 

I. Effective Date 

The effective date of this Policy is ---------, 2023. 
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